
 

 

 

 

 

TMET IT Online Safety Policy 
 
 

Disclaimer – Template Policy 
This is a template policy. Academies must not delete or amend the content of this policy, other 

than adding information to the sections highlighted yellow. Once updated, academies must 
read and implement this policy within their school.  

Please delete this disclaimer once updated. 

 

Policy Monitoring, Evaluation and Review  

This policy is effective for all schools within The Mead Educational Trust, the Teaching School, the 

SCITT and all other activities under the control of the Trust and reporting to the Trust Board. 

This policy should be read in conjunction with the Acceptable User Policy (AUP) (see Appendix 1 for 

AUP’s linked to Key Stages as well as Staff and Parents), Online Safety Resources (see Appendix 2), 

Online Infringements and Sanctions (see Appendix 3), Safeguarding and Child Protection Policy, Anti-

Bullying Policy, PSHE and Computing Policy,  

 

Version: 7.0 

Date created: January 2024 

 



 

 

 

 



 

 

 Sexting 

 Copyright (little care or consideration for intellectual property and ownership) 
 

 
1.2. Scope  

This policy applies to all members of each school within The Mead Educational Trust, Teaching School, 
SCITT or Trust central offices (including staff, pupils, volunteers, parents/carers, visitors, community users) 
who have access to and are users of Trust/School IT systems, both in and out of The Mead Educational 
Trust. 

 

1.3. Roles and Responsibilities 

Role  Key Responsibilities  



 

 

 To ensure that all staff are aware of the procedures that need to be followed 
in the





 

 

Parents/carers  Parents/carers play a crucial role in ensuring that their children understand 
the need 



 

 

(See Appendix 3 & Section 9 - 





 

 

 Monitoring and reporting of online safety incidents takes place and contributes to 

developments in policy and practice in online safety within the school; 

 Parents/carers are specifically informed of online safety incidents involving young 

people for whom they are responsible;  

 The Police will be contacted if one of our staff or pupils receives online communication 

that we consider is particularly disturbing or breaks the law; 

 We will immediately refer any suspected illegal material to the appropriate authorities – 

Police, Internet Watch Foundation etc. 

(See Section 9 & Appendix 3 - Online Safety Infringements and Sanctions) 

 

4. Managing IT and Communication Systems 
 
4.1. Internet access, security (including virus protection) and filtering 

This school: 

 Informs all users that Internet/email use is monitored;  

 Has filtered secure broadband connectivity through HSO (Advanced IT Services Ltd) 

 Ensures the school broadband access includes filtering appropriate to the age and 

maturity of pupils either directly through broadband provider or 3rd party solutions; 

 Provides enhanced / differentiated user-level filtering through on-site and cloud based 

filtering systems; 

 Works with the broadband connectivity and 3rd party filtering solution providers to 

ensure that filtering procedures are continually reviewed; 

 Has a clear procedure for reporting breaches of filtering.  All members of the school 

community (all staff and all pupils) will be aware of this procedure through acceptable 

use policies and training; 

 Ensure that, if staff or pupils discover unsuitable sites, the URL will be reported to the 

school Online Safety Coordinator who will then record the incident and escalate the 

concern as appropriate; 

 Has a filtering system which will block all sites on the Internet Watch Foundation (IWF) 

list; 

 Ensures that changes to the school filtering procedures will be risk assessed by staff with 

educational and technical experience prior to any changes and where appropriate with 

consent from the Senior Leadership Team; 

 The school Senior Leadership Team will ensure that regular checks are made to ensure 

that the filtering methods selected are effective; 

 Ensures that any material that the school believes is illegal will be reported to 

appropriate agencies such as IWF, the Police or CEOP; 

 Has an access strategy designed by educators to suit the age and curriculum 

requirements of the pupils, with advice from network managers; 

 Ensures that changes to the filtering policies are updated by the Trust Head of IT 

Services as directed by the school Senior Leadership Team; 



 

 

 Ensures that appropriate security measures are in place to protect the servers, firewalls, 

routers, wireless systems, workstations, mobile devices etc from accidental or malicious 

attempts which might threaten the security of the school/Trust systems and data. These 

are tested regularly. The school infrastructure and individual workstations are protected 

by up to date active virus/malware software. 

 Forbids all users from downloading executable files and installing programmes on school 

owned devices without approval from IT Support and/or the Senior Leadership Team.  

 Ensures network health through use of suitable anti-virus software; 

 Uses DfE approved systems including DfE S2S, to send ‘protect-level’ sensitive / personal 

data over the Internet; 

 Uses encrypted devices or secure remote access where staff need to access ‘protect-

level’ (sensitive personal) data off-site. 

 Ensures that servers, wireless systems and cabling are securely located and physical 

access restricted. 

 

4.2. Network management (user access, backup) 

This school: 

 Uses individual, audited logins for all users (KS2 and above); 

 Uses guest accounts occasionally for external or short-term visitors for temporary access 
to appropriate services; 

 

https://www.gov.uk/government/publications/cloud-software-services-and-the-data-protection-act
http://en.wikipedia.org/wiki/Data_Protection_Directive
http://en.wikipedia.org/wiki/Data_Protection_Directive






 

 

 Provides staff with an email account for their professional use, and personal email should be 

through a separate account; 

 Uses anonymous or group e-mail addresses, for example info@tmet.uk; 

 Will contact the Police if one of our staff or pupils receives an e-mail that we consider is 

particularly disturbing or breaks the law; 

 Will ensure that email accounts are maintained and up to date; 

 Will use a number of technologies to help protect users and systems in the school; 

 Expects staff to only use official school provided email accounts to communicate with pupils 

and parents, as approved by the Senior Leadership Team; 

 Does not permit the forwarding of chain messages; 

 The official school email service may be regarded as safe and secure and is monitored.  Staff 

and pupils should therefore use only the school email service to communicate with others 

when in school, or on school systems (e.g. by remote access); 

 Users need to be aware that email communications may be monitored. 

 
4.5.1. Emailing Personal, Sensitive, Confidential or Classified Information 

 Assess whether the information can be transmitted by other secure means before using email 
- emailing confidential data is not recommended and should be avoided where possible; 

 The use of Hotmail, BT Internet, G-mail or any other Internet based webmail service for 
sending emails containing sensitive information is not permitted; 

 Where your conclusion is that email must be used to transmit such data: 
o Obtain express consent from your manager to provide the information by email; 
o 



 

 

 

 

4.6. School website / Teaching School / SCITT 

The Principal or Executive Team, supported by the Academy Council, takes overall responsibility to 

ensure that the website content is accurate, and the quality of presentation is maintained;  

The school website complies with statutory DFE requirements; 

Most material is the school’s own work; where other’s work is published or linked to, we credit the 

sources used and state clearly the author's identity or status;  

Photographs published on the web do not have full names attached. We do not use pupils’ names 

when saving images in the file names or in the tags when publishing to the school website. 

 

4.7. Cloud Environments 

Uploading of information on the school’s online learning space is shared between different staff 

members according to their responsibilities e.g. all class teachers upload information in their class 

areas; 

Photographs and videos uploaded to the school’s online environment will only be accessible by 

members of the school community; 

In the school, pupils are only able to upload and publish within school approved ‘Cloud’ systems. 

4.8. Home Learning Systems (please refer to the TMET Acceptable Use for Home Learning Policy) 

Home learning platforms are monitored using Trust/School systems and strictly for work use only; 

Uploading of information, files and resources to the Trust online learning platform is accessible by 

staff members according to their responsibilities.  

Restrictions and procedures have been introduced to reduce the risk of cyber threats whilst using 

the Home Learning platform 



 

 

 
4.9.3. Parents 

Parents are reminded about social networking risks and protocols through our parental Acceptable 

Use Agreement and additional communications materials when required; 

Are reminded that they need to ask permission before uploading photographs, videos or any other 

information about other people.  

 

4.10. CCTV  

Please 

http://www.environment-agency.gov.uk/business/topics/waste/32084.aspx
https://ico.org.uk/for-organisations/guide-to-data-protection/cctv/


http://www.legislation.gov.uk/uksi/2006/3289/pdfs/uksi_20063289_en.pdf
http://www.legislation.gov.uk/uksi/2006/3289/pdfs/uksi_20063289_en.pdf
http://www.legislation.gov.uk/uksi/2007/3454/pdfs/uksi_20073454_en.pdf
http://www.legislation.gov.uk/uksi/2007/3454/pdfs/uksi_20073454_en.pdf
http://www.environment-agency.gov.uk/business/topics/waste/32084.aspx


 

 

The school reserves the right to search the content of any mobile devices on the school premises 

where there is a reasonable suspicion that it may contain illegal or undesirable material, including 

pornography, violence or bullying.  

 

6.1.1. Pupils’ use of personal devices 

Add information regarding whether the school supports Bring Your OWN Device (BYOD) or not. 
Include details as to whether pupils are invited to bring mobile phones or personally-owned 
devices,  

(Remove if not applicable) If a pupil needs to contact his or her parents or carers, they will be 

allowed to use the school phone. Parents are advised not to contact their child via their mobile 

phone during the school day, but to contact the school office; 

(Remove if not applicable) If a pupil breaches the school policy, then the device will be confiscated 

and will be held in a secure place in the school office. Mobile devices will be released to parents or 

carers in accordance with the school policy. 

Phones and devices must not be taken into examinations. Pupils found in possession of a mobile 

device during an exam will be reported to the appropriate examining body. This may result in the 

pupil’s withdrawal from either that examination or all examinations;  

(Remove if not applicable) Pupils will be instructed in safe and appropriate use of mobile phones and 

personally-owned devices and will be made aware of boundaries and consequences. 

 

6.1.2. Staff use of personal devices 

(Add information as necessary) 

Staff are not permitted to use their own 



 

 

The device is accessed with an school owned account 

The device has an school created account and all apps and file use are in line with this policy. No 

personal elements may be added to this device; 

PIN access to the device must always be known by the Trust Systems Manager, or possible to reset 

through Trust management systems; 

The device is accessed with a personal account  

If personal accounts are used for access to an school owned mobile device, staff must be aware that 

school use will be synced to their personal cloud, and personal use may become visible in the school 

and in the classroom; 

PIN access to the device must always be known by the network manager; 

Exit process – when the device is returned the staff member must log in with personal ID so that the 

device can be Factory Reset and cleared for reuse (if applicable); 

 

6.3. Digital images and video  

 





 

 

 Whole class / group email addresses may be used at KS1, while pupils at KS2 and above 
will be provided with individual school email addresses (in some instances only network 
accounts – no email account) for educational use.  

 

8. Social Media - Protecting Professional Identity 
The school provides the following measures to ensure reasonable steps are in place to minimise risk 
of harm to pupils, staff and the school through: 

 Training to include: acceptable use; social media risks; checking of settings; data 
protection; reporting issues; phishing 

 Clear reporting guidance, including responsibilities, procedures and sanctions 

 Risk assessment, including legal risk 

 
School staff should ensure that: 

 No reference should be made in social media to pupils, parents / carers or school staff  

 They do not engage in online discussion on personal matters relating to other members 
of the school community 

 Personal opinions should not be attributed to the school 

 Security settings on personal social media profiles are regularly checked to minimise risk 
of loss of personal information 

 

The school’s use of social media for professional purposes will be checked regularly by the Online 
Safety Coordinator to ensure compliance with the school/Trust policies.  
 

9. Online Safety Infringements & Sanctions 
 
9.1. Unsuitable / inappropriate activities 

The school believes that the activities referred to in the following section would be inappropriate in 
a school context and that users, as defined below, should not engage in these activities in / or 
outside the school when using school equipment or systems. The school policy restricts usage as 
follows: 

User Actions 

 
Users shall not visit Internet sites, make, post, download, upload, data 
transfer, communicate or pass on, material, remarks, proposals or 
comments that contain or relate to: A
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Child sexual abuse images –The making, production or distribution of indecent 
images of children. Contrary to The Protection of Children Act 1978 

    X 

Grooming, incitement, arrangement or facilitation of sexual acts against children 
Contrary to the Sexual Offences Act 2003. 

    X 



 

 

Promotion of extremism or terrorism    X  

Any other information which may be offensive to colleagues or breaches the 
integrity of the ethos of the school or brings the school into disrepute 

   X  

Using school systems to run a private business    X  

Using systems, applications, websites or other mechanisms that bypass the 
filtering or other safeguards employed by the school 

   X  

Infringing copyright    X  

Revealing or publicising confidential or proprietary information (eg financial / 
personal information, databases, computer / network access codes and 
passwords) 

   X  



 

 

 
 
 
 
 
 
 

9.4. School / Teaching School / SCITT / Trust Offices Actions & Sanctions  

Students/Pupils Incidents 

 
It is intended that incidents of misuse will be dealt with through normal behaviour / disciplinary 
procedures with the appropriate action(s)/sanction(s), as listed below which will be dependent on 
the nature of the incident and could include a combination of any of the following: 
 
- Refer to class teacher / tutor 
- Refer to Head of Department / Year / other 



 

 

- 





 

   

 

 

Appendix 1 - Online Safety Infringements and Sanctions  
(PLEASE AMEND AS NECESSARY, PERSONALISING IT TO YOUR SCHOOL)) 
Online Safety Infringements and Sanctions 

PUPIL 

Category A infringements Possible Sanctions: 

 Use of non-educational sites during lessons 

 Unauthorised use of email 

 Unauthorised use of mobile phone (or other new 
technologies) in lessons e.g. to send texts to friends 

 Use of unauthorised instant messaging / social networking 
sites 

 Refer to class teacher / tutor 

 Escalate to: 

 Senior Manager / Online-Safety 
Coordinator 

Category B infringements Possible Sanctions: 

 Continued use of non-educational sites during lessons 
after being warned 

 Continued unauthorised use of email after being warned 

 Continued unauthorised use of mobile phone (or other 
new technologies) after being warned 

 Continued use of unauthorised instant messaging / 
chatrooms, social networking sites, NewsGroups 

 Use of File sharing software e.g. Napster, Vanbasco, 
BitTorrent, LiveWire, etc. 

 Trying to buy items over online  

 Accidentally corrupting or destroying others' data without 
notifying a member of staff of it 

 Accidentally accessing offensive material and not logging 
off or notifying a member of staff of it 

 

 

 

 

 

 Refer to Class teacher/ Head of 
Department / Year tutor / Online-
Safety Coordinator 

 Escalate to: 

 removal of Internet access rights 
for a period / removal of phone 
until end of day / contact with 
parent] 



 

   

 

 

 

  

Category C infringements Possible Sanctions: 

 Deliberately corrupting or destroying someone’s data, 
violating privacy of others or posts inappropriate 
messages, videos or images on a social networking site. 

 Sending an email or MSN message that is regarded as 
harassment or of a bullying nature (one-off) 

 Trying to access offensive or pornographic material (one-
off) 

 Purchasing or ordering of items online 

 Transmission of commercial or advertising material 

 Continued sending of emails or MSN messages regarded 





 

   

 

 

How will staff and students be informed of these procedures? 

 They will be fully explained and included within the school’s online-safety acceptable use 
agreement form; 

 Pupils will be taught about responsible and acceptable use and given strategies to deal with 
incidents so they can develop unacceptable behaviours. 

 Pupils will sign an age appropriate online-safety / acceptable use agreement form; 

 The school’s online-safety policy will be made available and explained to parents, and parents will 
sign an acceptance form when their child starts at the school. 

 Information on reporting abuse / bullying etc. will be made available by the school for pupils,  

 

If a member of staff commits an exceptionally serious act of gross misconduct  

The member of staff should be instantly suspended.  Normally though, there will be an investigation 

before disciplinary action is taken for any alleged offence.  As part of that the member of staff will be 

asked to explain their actions and these will be considered before any disciplinary action is taken.   

The school are likely to involve external support agencies as part of these investigations e.g. an ICT 

technical support service to investigate equipment and data evidence, the Local Authority Human 

Resources team. 

Child abuse images found  

In the case of Child abuse images being found, the member of staff should be immediately suspended 
and the Police should be called. 

Anyone may report any inappropriate or potentially illegal activity or abuse with or towards a child online 
to the Child Exploitation and Online Protection (CEOP): 

http://www.ceop.gov.uk/reporting_abuse.html 

http://www.ceop.gov.uk/reporting_abuse.html

